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Abstract. The emergence of social networks and their development as 
sources of information gave the general feeling of greater freedom of ex-
pression. Canceling the dependence on print or transmission licenses has 
created the right space for free and unallocated distribution of informa-
tion. There is a judgment that journalists are finally free because they no 
longer depend on media owners and the public has new options generated 
by these networks - the ability to select information from a much wider 
range of offers; and the opportunity to make its voice heard by broad mass-
es of people without the mediation of traditional media sources. However, 
despite the seemingly free choice in terms of choosing the news it sees, 
the friends or the pages it is watching, the audience is subject to social 
network control, which selects the content displayed in the feed according 
to its own algorithms. This poses the matter of a debate and, of course, of 
some questions. To what extent does social networks influence our choices 
between what is genuine and what is not, between real and false informa-
tion, between public posts and sponsored posts? How has the traditional 
media reacted to the changes made with the development of Facebook, Twit-
ter, Instagram etc.? There are questions this present paper tries to answer 
to. The research was carried out following the pursuit of the evolution of 
trends in the field for several years, both as a journalist and as an observer.
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Introduction

The liberalization of the access of information to the general public has reduced 
the control exercised by politicians and authorities on the media. There is a judg-
ment that journalists are finally free because they no longer depend on media 
owners and the public has new options generated by these networks - the possibil-
ity of selecting information from a much wider range of offers and especially the 
opportunity to make its voice heard by broad masses of people without the media-
tion of traditional media sources. In addition, the development of social networks 
has come up with a new advantage - the proximity to a category of audience oth-
erwise not much interested in the traditional media - the young.

But all these seemingly free benefits also come with a price for users. The use 
of these services also brings with them supervision from the giants who own the 
social networks. Every article read (and even unread) by a user says something 
about his profile, becomes a source of information. The location and time of the 
network connection are relevant, such as any movement made on these platforms, 
from a newsfeed scroll to posting a text, photo, or article.

The Cambridge Analytica scandal once again proved that our personal data is 
just exchange money. The political consultancy company has processed personal 
data collected through Facebook and has sent sponsored posts to users, in order 
to appeal to emotions and to convince them, by using their interests and needs. 
The services have been used in campaigns such as the presidential elections in 
the US and Nigeria or the Brexit referendum. But it is only the most famous case 
of using personal data by social networks, and the present research does not aim 
to provide a view of its impact on the population. Its purpose is to analyze how 
algorithms used by social networks allow different forms of informational intru-
sion, both in the form of generating content for newsfeeds and as sponsored posts, 
begeted precisely by public behavior in the online environment. The paper will 
analyze the understanding of the term “freedom of choice” and to what extent it 
maintains its basic meaning, given that the person holding the information can 
distribute it to a desired number of users, precisely to a targeted audience, paying 
an amount money. In relation to the media, the paper aims to analyze the reac-
tions of journalists and editors to the changes brought about by the development 
and popularization of social networks and their adaptation.

Theoretical Framework

Social networks provide journalists with freedom of expression and free access 
to information for the public, as noted by Ginny Whitehouse, in a study published 
in the Journal of Mass Media Ethics: “Facebook provides an excellent opportunity 
for triangulating sources and should be considered as publicly available informa-
tion as are all sites not encrypted” (Whitehouse 2010, 317). But this freedom can 
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be turned into a two-edged weapon, given that social networks have become plat-
forms for manifestations even for extremist, anarchist or terrorist groups, or for 
organizations that seek to undermine the democracy and values   of open societies. 
“The internet provides an outlet for these groups to spread messages that are not 
typically socially acceptable or would not be welcomed on mainstream media out-
lets. Consequently, the internet has quickly become the preferred method of com-
munication for these groups (Byrne et al. 2004, 143).

Thus, at least theoretically, Facebook, Twitter, Instagram, Youtube and all so-
cial networks have become viable alternatives for the press that provides informa-
tion at any time and in any form of presentation. Only the information that reach-
es each user through social networks is selected by some algorithms which are 
not made public. Platforms claim to use this secrecy, so that these algorithms will 
not be used for mass manipulation. But, naturally will come up another question: 
what guarantees do users have that algorithms are not already used for this type 
of purpose? For example, in the case of Cambridge Analytica, Facebook knew, as 
early as 2015, that millions of accounts were compromised and did nothing to en-
sure that information on users’ identity is not used for negative purposes.

The Strong Influence of Social Networks

The fact that social networks have transformed any citizen into a possible jour-
nalist is no longer a novelty. At the outbreak of protests in Fergusson, USA, in 
August 2014, when the confrontation between police and protesters took place, a 
single internet user managed to reach a live audience comparable to that of CNN, 
which would have been impossible without distribution via social networks. The 
young man, who had had no connection with journalism before and had bought 
the equipment in order to broadcast live concerts from local pubs, said that he 
decided to broadcast the protests on the internet, fearing that the mainstream me-
dia would not objectively cover the unfolding of the event (Burks 2014). Thus, the 
lack of confidence in mass media was one of the reasons why people turned their 
attention on alternatives offered by social media. It is good evidence that social 
networks can be a useful instrument against censorship and that freedom of ex-
pression has reached limits unimaginable so far. The barriers that were set by the 
newspaper or broadcasting distribution networks have disappeared, not to men-
tion the censorship imposed by the managers of press institutions, whose interests 
served politicians or large corporations.

However, in a more in-depth investigation, we can see that traditional media 
institutions that controlled the dissemination of information have been replaced 
by other institutions. Facebook, Twitter, and Google (owner of YouTube and much 
less popular Google+) are the “rich” at the table where the rules of the game are 
being written. They decide to a great extent what news is coming to the computer 
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monitor or on the screen of the mobile phone for all their users. And this power 
of decision is being monetized extremely easily, given that anyone who wants to 
pass on information can make it directly to an elected target audience. Of course, 
not for free. Sponsored posts on social networks have this attribute. Anyone can 
choose a target audience to provide their desired message to, within the desired 
time frame. In addition, the appearance of a sponsored post is similar to a personal 
post or a official post made by a public institution or a television such as CNN. 
For this reason, the immediate perception of the social networking user is that he 
sees a post like any other, not a commercial or a targeted message. This could also 
explain the fact that, on the Facebook platform, these posts have a 130% higher ac-
cess rate than the classic ads placed separately on the right-hand side of the screen 
(Maynes 2017).

But sponsored posts are not the only ways that social networks can use in or-
der to dictate the information they send to users. At least in the case of Facebook, 
changing algorithms no longer allow all posts to be displayed in a user’s news-
feed, not even in the case of the pages one is tracking. How does a newsroom have 
the certainty that the article published on the Facebook page will reach users, as 
the current algorithms distribute the information to less than 10% of the followers? 
How does a journalist know if the video he posted on YouTube will be recom-
mended by the platform or will be lost among billions of other videos? Editors 
and journalists have begun to look for ways to adapt to new algorithms to make 
their message as easy as possible. Online website Press One, for example, has de-
cided to make use of the opportunity to create groups, offered by Facebook, with 
the idea that any post will automatically notify its members. But out of the 60,000 
users who liked their official page, only around 2,000 joined the group, which sug-
gests that the choice of pressone.ro publishers was not, at least for the moment, a 
recipe for success.

Facebook’s algorithms favor a certain type of content and obviously disad-
vantage or block other types of information. A study by social media analytics 
provider Quintly proves that Facebook favors videos uploaded directly to their 
own platform, to the detriment of those posted on other platforms. The study, 
conducted in the second half of 2016, analyzed over six million posts and over 
167,000 Facebook profiles. In the first five months, videos uploaded directly on the 
Facebook platform raised an average of 110% more interactions and 478% more 
distributions. The figures exploded in December, when the authors of the analysis 
suspect that Facebook changed the way algorithms work. In that month, videos 
uploaded directly to Mark Zuckerberg’s network gathered an average of 1055% 
more distributions than those on the YouTube platform (owned by Google’s rival) 
and 300% more interactions (Koetsier 2017).
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Risks of expanding news coverage

Extending the possibilities of spreading the news does not only come with ben-
efits. B. Franklin has drawn attention since 2005 on the danger that this tendency 
may pose. “Paradoxically, because so much news is available, people are not al-
ways able to discriminate between good and bad.” (Franklin 2005, 16). An analysis 
conducted in 2016, in full campaign for the US presidential election, strengthens 
this reality. The conclusion drawn by its authors is that “top fake election news 
stories generated more total engagement on Facebook than top election news sto-
ries from 19 major news outlets” (Silverman 2016). In the last three months of the 
election campaign, 20 Facebook false posts have generated 8,711,000 shares, re-
actions and comments, while the 20 best-performing election stories from major 
news websites (including the New York Times, Washington Post, Los Angeles 
Times, Wall Street Journal, The Guardian, USA Today, NBC News, ABC News, 
CBS News, CNN, Fox News etc.) generated a total of 7,367,000 shares, reactions 
and comments on the same social network.

During the same election campaign, Donald Trump’s staff was accused of ma-
nipulating the masses by using one of the Facebook options that allow the appear-
ance of sponsored posts only in the feed of a user-selected set, the so-called dark 
posts. These posts contained an animation focusing on Hillary Clinton, repeating 
her infamous line about “super predators”, pairing it with the text “Hillary thinks 
African Americans are Super Predators.” The purpose of the campaign was to 
convince black voters not to vote (Green, Issenberg 2016). 

If there is no novelty about political ads trashing an opponent, using social net-
works in order to target supporters of the adverse side was a different strategy 
than the ones used so far and one not orthodox at all. This, given that the political 
opponent did not even have the chance to monitor the messages, much less the 
target audience, as the posts reached only the targeted type of audience selected 
by Donald Trump’s staff.

Unblocking the breaches from a seemingly intangible system

The weaknesses of the algorithms used by Facebook and the manipulation meth-
ods implemented through them have been unmasked by an investigative campaign 
carried out by Pro Publica (the first publication that has ever received a Pulitzer 
Prize for an article exclusively published online) along with other mainstream pub-
lications. Machine Bias is a series of investigations that show how social media al-
gorithms incorporate and perpetuate biases, helping to maintain social inequalities.

Pro Publica started by launching a crowdsourcing tool that gathered ads from 
Facebook, through users who received different types of sponsored posts in the 
shape of dark posts. Thus, with the help of readers, journalists have started a com-
mon investigation with the New York Times journalists, which succeeded in re-
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vealing the fact that although discrimination against workers older than 40 years 
is forbidden in the recruitment process, dozens of companies have paid for spon-
sored ads on Facebook to recruit limited-age employees (Angwin, Scheiber, Tobin 
2017). Faced with the discovery, some companies claimed that their strategy was a 
much broader one, and the commercials on Facebook were not representative for 
certain age groups, hence setting limits to targeting their messages; while other 
employers acknowledged that targeting workers by age was a mistake and prom-
ised to stop it. Among the investigated companies were also well-known names 
like Amazon and... Facebook.

Another investigation carried by the same platform shows how the social net-
work approved anti-semitic messages. Topics like “Jew hater,” “How to burn the 
jews,” or “Why jews ruin the world” could be set as areas of interest by anyone 
who wanted to have sponsored posts to the users they wanted to address to. (An-
gwin, Varner, Tobin 2017). Journalists from Pro Publica also tested the validity of 
those categories by paying three sponsored posts to targeted groups having the 
above interests. Facebook has approved all three posts in just 15 minutes. Later, af-
ter contacting social networking officials, they removed the anti-semitic categories 
and admited that they were created by an algorithm rather than by people.

But not only the inclusion of some areas of interest in personalized post set-
tings can reveal the weaknesses of the algorithms used by Facebook. This is prov-
en by another investigation conducted in the Machine Bias campaign, which shows 
how Facebook allowed advertisers to exclude specific groups of users by race. The 
social network gave the opportunity of excluding users by what it named “Eth-
nic Affinities”, although advertisements that exclude people on race, gender, or 
other sensitive factors are forbidden by law. In order to reach the above data, Pro 
Publica has also used some algorithms. They created a tool through which every 
Facebook user could easily find out the categories in which Facebook framed him 
(Angwin, Parris, Mattu 2016). Thus, the journalists found that there were about 
50,000 categories in which users are placed. Their investigation went further and 
the method used was similar to the investigation that demonstrated the existence 
of anti-Semitic criteria that could be used in the choice of the target audience. 
Thus, journalists paid for a sponsored posting, excluding anyone who had affini-
ties for African-Americans, Asian-Americans or Hispanic People. Facebook has 
also approved this type of posting, highlighting a new weakness in the operation 
of their own algorithms. (Angwin, Parris 2016).

Two offending posts on the same social network, weighted with different units 
by Facebook censors, were the starting point for another investigation carried by 
the same journalists. In June 2017, following the terrorist attack in London, a US 
congressman had a radical post against the “radicalized” Muslims: “Hunt them, 
identify them, and kill them [...] Kill them all. For the sake of all that is good and 
right. Kill them all”. Although sending a relevant violent message, the post left 
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untouched by the Facebook algorithm for selecting messages that are defamatory. 
Instead, a month earlier, a poet from Boston posted: “All white people are racist. 
Start from this reference point, or you’ve already failed”. Immediately, Facebook 
deleted the message and banned her for a seven-day period. A series of internal 
documents obtained by Pro Publica journalists highlight the guidelines used by 
Facebook’s censors to distinguish between hate speech and legitimate political 
expression. According to them, the incitement to violence by the American con-
gressman was not censored, because it targeted a certain group of “radicalized” 
Muslims, while the post of the poet was erased because it attacked white people in 
general (Angwin, Grassegger 2017).

When Freedom Offered by Social Networks Falls under the Law

Freedom of expression scattered by social networks has reached a critical 
point in early 2018. A law that took effect in Germany on January 1st this year at-
tacks what is considered to be “a hate speech on the internet.” The law, known as 
NetzDG, forces social networks to erase any post that is against German law. There 
are targeted specifically the social networking sites, and the proposed fines reach 
up to 60 million for networks that violate it.

The Reporters Without Borders organization has drawn attention since 2017 on 
the risks of the emergence of such a law, which could lead to an excessive content 
removal and censorship, as, in order to avoid heavy fines, social networks would 
be tempted to delete content, thereby restricting freedom of speech and of infor-
mation, as social networks became some of the main methods of accessing news. 
“Given social networks’ essential role not only as a tool of journalistic investigation 
and for news distribution, but also for bypassing censorship in repressive coun-
tries such as China, Turkey or Vietnam, RSF has warned Germany’s government 
and lawmakers against setting a dangerous precedent that may easily be used as 
an excuse for new censorship by authoritarian governments eager to repress inde-
pendent voices” (Reporters without Borders 2017). Neither the alarm signal from 
the world organization, nor the examples in which Facebook has abused in cen-
soring to the detriment of journalists did not change the law, which, more than 
two weeks after its publishing, served as a model for a similar law in Russia.

However, offending language is protected to an extent by freedom of expres-
sion, as is shown by several ECHR decisions. One of the most well-known is the 
Oberschlick vs Austria case in 1997, when the court ruled in favor of the journalist 
who, in an article, called “idiot” the politician Jonathan Haider (European Court of 
Human Rights, Application No. 11662/85). Such court decisions are based on the 
consideration that “journalistic freedom also covers the use of a certain amount of 
exaggeration and even provocation (...) It would be unacceptable for a journalist 
to be allowed to make criticisms of critical value only in situations in which the 
journalist proves their truth” (Stanomir 2005, 82).
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In Romania, the case of an inhabitant of Timişoara who was fined after a post 
on Facebook became famous. Based on art. 2, par. 1 of Law 61/1991, “it is a contra-
vention to commit any of the following deeds, unless they are committed under 
such conditions that, according to the criminal law, be considered offenses: 1. The 
public act of facts, acts or obscene gestures, suicidal gestures, offensive or vul-
gar expressions, threats of acts of violence against persons or property, such as to 
disturb public order and tranquility, or to provoke the indignation of citizens or 
to damage their dignity and honor or public institutions” (Law no. 61/1991) The 
man received a fine of 900 lei for posting a photo of illegally parked cars to a pub-
lic group on the social networking site. According to the police report, the sanc-
tion was granted “for the use of offensive words (...) ’a collection of insensible and 
gruntlings’”, terms that the man used in his post (Deaconescu 2017).

Adapting the content to the realities of the present

The advantage of social networks is that they allow the proximity to a catego-
ry of audience otherwise uninterested in the traditional media – the young. But 
journalists have to adapt their content and especially the form of presentation, so 
as to attract attention and win the battle with the millions of pages on the social 
networks.

Truncating information on social networks, both due to the obligation (limit-
ed number of characters in the case of Twitter) and because of adapting to mar-
ket requirements (people do not have the patience to read long texts), obviously 
has negative effects, because the public is no longer looking for the context and 
is pleased to get the information from the title and possibly from 2-3 additional 
phrases.

This has also resulted in the widespread of bots – softwares running on the 
Internet, automatically. A report submitted by Twitter to the US state shows that 
just during the US presidential election campaign in 2016, more than 2.12 million 
messages posted on Twitter were generated by such bots in connection with the 
Internet Research Agency, also known as the trolls’ factory of Russia. Those posts 
generated no less than 455 million reactions. (Update on Results of Retrospective 
Review of Russian-Related Election Activity, 2018).

More than 700 accounts and pages managed by the same Russian Internet Re-
search Agency have been closed by Facebook in the past year (Shane 2018), but that 
does not guarantee that the information we get through social networks is correct, 
that the video one watches now is from the location and date specified by the au-
thor or that the post that comes to us through the social network is not generated 
by a troll. Given that all social networking accounts have the same interface, use 
the same type of fonts, the same layout on the page and have the same profession-
al format, a shallow look will no longer be enough to differentiate between actual 
and false information on social networks.
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In order to adapt to today’s news broadcasting requirements, both social net-
works and traditional media sources have adapted. Twitter alerts its users when 
natural disasters take place and riots of the masses happen, and even Snapchat (an 
extremely popular application among young people) has included a special news 
section for its users. But those are also part of the social networking strategy to 
keep users connected to the application for as long as possible, in order to get as 
much data as possible about them.

In the case of traditional media, adapting to the alternatives offered by social 
networks has not been limited to providing real-time information in a multimedia 
format and adapting online writing to the type of audience that it addresses to, 
issues anticipated by Deuze since 2007: “sooner or later all media organizations 
move towards a stage where the integration of different parts of the news-mak-
ing process (including audio, video, texts, images, graphics, but also marketing, 
cross-promotion, sales, redistribution and inter-activity with publics) is achieved” 
(Deuze 2007). Applications of media institutions have also taken over from so-
cial networks the push notifications system. If in social media, notifications come 
up with every interaction with the user, applications such as Biziday provide real 
time notifications whenever something happens in their users’ area of   interest.

Conclusion

Just as with traditional media, social networks allow their users a certain selec-
tion of information, giving them the choice of the pages they follow. On the one 
hand, the emergence, development and influence of social media is beneficial be-
cause it raises any kind of informational embargo that could be put on the press or 
through the press. On the other hand, there is another risk - that social networks 
get to control the distribution of news.

The frequent changes to the most popular social network algorithms have led 
to a decrease of popularity of the posts from public institutions or public persons 
in favor of paid posts. In this case, the idea that the user selects the information 
he receives and the pages he gets the news from tends to become more and more 
an illusion. That, also in the system breaches discovered by specialists who took 
advantage of them, or by journalists and ordinary people who continue to make 
them public.

At this time, despite the variety of social networking options for information 
dissemination, the press remains the main source of accurate and in-depth infor-
mation. That is because, beyond the titles that attract attention, a correct under-
standing of a subject can only be done through an analyzing of the context and a 
thorough documentation, which, at least in this moment, is being offered by pro-
fessional journalists and, only to an incomparably less extent, by journalists from 
social networks.
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